Ha ocHosy ynaxa 8. 3akoHa o vHdopmaunoHoj BesbeaHocTun ("CnyxBeHn rnacHuk
PC", Opoj 6/16), unaHa 2. Ypenbe o 6nuxem cagpxajy akta o OesbegHocTu
VH(OPMALMOHO-KOMYHUKAUMOHUX cucTema o0f noceBHor 3Havaja, HauuMHy nposepe
WH(POPMALIMOHO-KOMYHUKALMOHUX cucTema of noceGHor 3Havaja v cagpxajy ussewTaja o
npoBepn MHMHOPMaLIMOHO-KOMYHUKALMOHOr cucTtema of nocebHor 3Havaja ("Cn. rnacHuk
PC", Bp. 94/2016) y cknapy ca ogpeabama CraTyTa lpapcke onwTuHe Mpouka('Cn. nuct
lpapa beorpaga", ©p. 42/08, 17/10, 59/11, 36/13 n 80/14) v unawa 27. Oanyke o Ynpasu
rpagcke onwtuHe Mpouka (,Cn.nwet rpapa Beorpaga“ 6p.118/2016), B4 HauenHuk ¥Ynpagee
AaHa _28.08. 2019. roaunHe AoHeEO je

MPABUNHWUK

O BE3BEAHOCTU UHO®OPMALIMOHO-KOMYHUKALIMOHOI CUCTEMA
FPALCKE OMWTUHE rPOLKA

| YBoaHe oapenbe
Ynan 1

OBVM NPaBUMHWKOM, y CKnafy ca 3akoHOM 0 WHGOopMaUMoHoj Ge3BeaHocTH 1 Ypegbom o
Onvxem cappxajy akta 0 6e36eAHOCTY UHOPMALIMOHO-KOMYHUKALMOHMX CUCTEMA oa
noceGHor 3Hayaja, Ha4nH NpoBepe UHMOPMALMOHO-KOMYHWKALIMOHWUX CUCTEMa 0a NoceBHOr
3Havaja v cajpxaj u3sewwTaja 0 NpoBepn MHMHOPMALIMOHO-KOMYHUKALIMOHOT CUCTEMA Of
nocebHor 3Hau4aja ("Cn. rnacHuk PC", 6p. 94/2016), yTBPRYjy Ce Mepe 3awwTute, NpUHUMNM,
Ha4MH 1 NpoUeAype NocTu3ara v oapXasaka ageksaTHor HUBoa 6e3beaHoCTM cuctema,
kao v oBnalwhera 1 0AroBOpPHOCTY y Bean ca HeabeaHowhy u pecypcuma UKT cuctema
pagcke onwTtuHe Mpouka (y aarbem Tekcty: UKT cuctem).

HapnexHa cnyx06a 3a nocnose WKT je cnyx6a 3a 3ajeqHuuke nocnose (y Aarbem TekcTy:
agmuHucTpaTtopu UKT cuctema)

YnaH 2
Mepe nponucaHe 0BMM NPaBUNHWKOM Ce O4HOCE Ha CBe opraHusauuoHe jeguHule Ynpase
rpadcke onwTuHe pouka, Ha cee 3anocneHe - KOPUCHUKE MHPOPMATNUKIX pecypca, Kao un

Ha Tpeha nuua koja KopucTe nHgopmaTike pecypce Mpaacke onwTMHe MpoLKa.

Henowrosare oapeabu oBor npasunHvka NoBNa4u AVCUMNIMHCKY OArOBOPHOCT
3anocneHor-kopucHuKka nHgopmaTtuykmnx pecypca pagcke onwTtuHe Mpouka.

3a npaheke npumeHe osor npasunHuka obasesyjy ce agmuHucTpaTtopu MKT cuctema.
Ynan 3
lNojeavHn TepMuHKM y cMUcny OBOr NpaBunHWKa umajy cneaehe sHavere:

1) uHgopmauuoHo-komyHukayuoHu cucmem (UKT cuctem) je TEXHONOLWKO-OpraHnsaunoHa
LienvHa Koja obyxsara:

(1) enekTpoHCKe KOMyHUKaLMOHe Mpexe y CMWUCIy 3aKkoHa Koju ypeRyje enekTpoHcke
KOMyHUKauwje; '



(2) ypehaje unu rpyne mefyycobHo nosesaxunx ypeRaja, Takeux ga ce y oksupy ypehaja,
OAHOCHO y OKBUPY Dapem jeaHor ua rpyne ypehaja, spww aytomartcka obpaga
noparaka kopuwherwem padyHapckor nporpama;

(3) nopatke Koju ce noxparyjy, obpafyjy, npeTpaxyjy unu npeHoce nomohy cpeacrtaea
n3 nogray. (1) n (2) oBe Tauke, a y CBpXy HuUX0BOr paga, ynotpebe, sawTturte unu
oApxasama;

(4) opraHu3aunoHy CTPYKTYpy nyTem koje ce ynpasrba VIKT cuctemom;

2) uHgpopmayuoHa 6e3bedHocm npeacTasrba ckyn mepa koje omoryhasajy Aa nogaum
Kojuma ce pykyje nytem VKT cuctema Byay sawTtnheHn og HeosnawheHor npucTyna, kao u
Aa Ce 3aWTUTN MHTErpuTeT, PAcnNONOXMUBOCT, ayTEHTUHHOCT W HENOPeuUnBOCT TUX
nogaTaka, Aa bu Taj cuctem byHKUMOHWCAO0 Kako je npeasuheHo, kaaa je npeasuheHo n
NoA KOHTporom osnawheHnx nuua;

3) majHocm je CBOJCTBO KOje 3Ha4un Aa nofaTtak Huje AocTynaH HeosnawheHnmM nuuuma;
4) uHmezpumem 3Ha4yu 04yBaHOCT U3BOPHOr caapxaja v KOMNNEeTHOCTU NoAaTka;

5) pacnonoxueocm je CBOJCTBO KOje 3Hauu fa je nogaTak gocrynad u ynotpebrbms Ha
3axTeB oBnawheHunx nuua oHaa kaga um je notpeda;

6) aymeHmu4HOCM je CBOjCTBO KOje 3Ha4un Aa je moryhe npoBepuTy 1 NOTBPAUTK Aa je
nopgaTak CTBOPWO UMW NOCMNA0 OHaj 3a Kora je AeknapucaHo aa je Ty pagky U3BpLuvo;

7) Henopeyusocm nNpeacTasba cCNnocobHOCT AoKasvsawa fa ce goroaguna ogpeheHa
pagta unu aa je Hactynuo oapehexun gorafaj, Tako ga ra HakHagHo Huje moryhe nopehu;

8) pu3uk 3Haum moryhHoCT Hapylwasawa nHdopmaumoHe Be3begHocTn, 0AHOCHO
mMoryhHOCT Hapylwagatrea TajHOCTU, MHTerpuTeTa, pacnonoXnuBoCTy, ayTEHTUYHOCTY UMK
HenopeumMBoCTX nogataka unu Hapylwasara ucnpasHor pyHkumoHucarwa UKT cucrema;

9) ynpassrbarbe PU3UKOM j& CUCTEMATUYAH CKyN Mepa Koju yKIby4yje nnanupate,
OpraHu3oBare 1 yCMepaBake akTMBHOCTM Kako Bu ce o6e3benuno aa pusnum ocTay y
MPONUCaHUM W NPUXBATILUBMM OKBUPUMA;

10) uHyuGeHM je yHyTpalLHa WK CNosfbHa OKOMHOCT UK gorafaj Kojum ce yrpoxasa wunm
Hapylwasa nHpopmaimoHa besbegHocrT;

11) mepe 3awmume VKT cucmema cy TEXHUYKE 1 OpraHu3aunoHe Mepe 3a yrnpasibambe
BesbegHocHum pusnumma VKT cuctema;

12) majHu nodamak je nogaTak Koju je, y cknagy ca nponucuma o TajHOCTU nogaraka,
oapeheH 1 o3HaveH oapeheHnM CTeNeHOM TajHOCTH;

13) MIKT cucmem 3a pad ca majHum nodayuma je KT cuctem Kojum je y cknagy ca 3akoHOM
oapeReH 3a pag ca TajHum nogaumma;

14) komnpomumyjyhe enekmpomazHemHo 3paderse (KEM3) npegcrasrba HeHaMepHe
eneKTpoMarHeTHe eMucKje NPUNUMKom npeHoca, obpaae unu vYysara nogaraka, Yujum
NpYjeMoM 1 aHann3oM ce MOXe OTKPUTUK cagpaj Tux nogaraka,



[l Mepe 3awTute
Ynau 4

Mepama sawTute UKT cuctema ce obesbefyje npeseHunja 04 HacTaHKka nHUmaeHara,
OAHOCHO NpeBeHuMja n MMHUMU3aUnja LITeTe o MHUMAEHATa KOju yrpoxasajy Bpliere
HagnexHocTy n obasrbare AenaTHoOCTU, a NocebHOo y OKBUPY NpyXakba ycnyra aApyrim
nayuma.

1. OpraHu3aumnoHa cTpykTypa, ca yrepfjeHMm nocrnoBMmMa u oaAroBOpHOCTUMA
3anocreHux, KOjom ce ocTBapyje ynpasrbawe nHcpopmaymoHom GeazbegHowhy y
okBupy Npaacke onwTtuHe Npouka

Ynau 5

Ceakun 3anocneHn-kopucHuk pecypca VKT cuctema je ogroBopaH 3a 6e3begHocT pecypca
WKT cuctema koje kopuctu pagm obasreara NoOCNOBa U3 CBOjEe HAANEXHOCTM.

3a KOHTpOny v Haa3op Hag obaerbarem NOCnoBa 3anoCNEHNX-KOPUCHWKA, Y UnIbY
sawTute n besbepHocTn KT cucTema, kao 1 3a cbasreare nocnoea w3 obnacrtu
BesbegHocTu uenokynHor VKT cuctema Mpagcke onwTtuHe Mpouka HagnexaHu cy
agmuHucTpaTopy VKT cuctema.

Ynan 6
Mop nocnosuma n3 obnactu Se3benHocTn yTephyjy ce:

- NOCNOBYW 3aWTuUTe MHPopmaumonmx nobapa, 0OQHOCHO cpeacTasa v MMOoBUHE 3a Haa3op
HaZ NoCnoBHWMM Npouecnuma o4 3Hadaja 3a nHhopmaumory 6esbegHocT

- NOCNOBW ynpasrbake pusnumma y obnactin nidopmaumoHe 6e3b6eqHOCTH, Kao 1 Nocnosu
npeasuhexu npoueaypama y obnactu nHopmauymoxe teszbegHocTn

- nocnosu oHemoryhasasa, O4HOCHO crpeyasarwa HeoBnawheHe nnu HeHamepHe nameHe,
owrehera vnu 3noynoTtpebe cpeacrasa, 0AHOCHO MHopmaumoHnx gobapa VKT cuctema
paga/OnwTuHe/lpaacke onNWTUHE, Kao U NPUCTYN, U3MeHe Unn kopuwherwe cpeacrasa
Bes osnawhera n 6e3 eBngeHUmMje 0 Tome

- npahere akTUBHOCTW, peBu3vje 1 Haa3opa y OKBUpY yrnpasribaka MHPopMauUMoHOM
6esbenHowhy

- obaBelwTaBare HaanexHux opraHa o uHumaeHTuma y KT cuctemy, y cknagy ca
nponucuma.

Y cnyyajy nHumaeHTa agmunuctpatopu WKT cucrema, obaBeluTasajy HadenHvka Ynpase,
KOju y CKnagy ca nponucuma obaseluTasa HagnexHe opraHe y uurby peluasara Hactanor
Be3benoHOCHOT MHUMAEHTA.



15) kpunmobezbedHocm je kKoMnoHeHTa HdopmaumoHe BeszbegHocTu koja obyxeaTta
KPMNTO3aWTUTY, ynpasrbakwe kKpyuntoMmaTepujanuma v pa3soj MeEToAa KpUNTO3aWTUTE;

16) kpunmo3sawmuma je npumeHa MeToAa, Mepa 1 NocTynaka paawn TpaHchopMucara
nogaraka y obnuk koju nx 3a ogpefheHo Bpeme nnu TpajHO YMHU HEAOCTYNHUM
HeoBnawheHnm Nuunma;

17) kpunmoepaghcku npou3sol je codTeep nnu ypehaj nyTem kora ce spumn
KpMNTO3awTunTa,;

18) kpunmomamepujanu Cy KpunTorpadCckn NpPoM3BOAMN, NOAAUM, TEXHUYKA OOKYMEHTauumja
KpunTorpadgCcknx Npon3eoaa, kao n ogrosapajyhu kpyuntorpadCckun Kreyuesw,

19) 6e36edHoCcHa 30Ha je NPOCTOpP UNK NPOCTOPWja Y KOjoj ce, Yy cknagy ca nponucuma o
TajHOCTW noaartaka, obpafyjy v 4yBajy TajHu noaauwm,

20) uHgpopmayuoHa dobpa obyxsaTajy nogaTke y aatorekama v 6aszama nogaTaka,
nporpamcku kOa, KoHdUrypaumjy xapABepckux KOMNOHEeHaTa, TEXHUYKY Y KOPUCHUYKY
AOKyMEeHTauujy, yHyTpalHwe onwTe NpaBunHuke, npoueaype v CAUYHO;

21) VPN (Virtual Private Network)-je "npusaTtHa" KomyHUKkaumoHa mpexa koja omoryhasa
KOpUCHUMUMMA Ha pa3fBOjeHnM nokaumjama Aa NPeKko jaBHe Mpexe jeAHOCTaBHO oApXKaBsajy
3awTuheHy KoMyHUKauujy;

22) MAC appeca (Media Access Control Address) je jeanHcTeeH 6poj, Kojum ce Bpwn
naeHTudnKauynja ypehaja Ha mpexw,

23) Backup je pesepBHa konwja nogartaka;

24) Download je TpaHcdep nogaTaka ca UeHTpanHor padyHapa wnv web npeseHTauvje Ha
noKanHu pavyHap;

25) YMNC (Uninterruptible power supply) je ypehaj 3a HenpeknaHo Hanajake enekTpuyHoM
eHeprujom,

26) Freeware je 6ecnnaTtaH codTeep;

27) Opensource coTBEp OTBOPEHOr KOAA,;

28) Firewall je "3awTnTHW 314" OAHOCHO CUCTEM NPEKO Kora ce BpLWW Haa3op u
KOHTpONULE NPOTOK MHbopMauwnja namehy nokanHe Mpexe n nHTepHeTa y unroy
oHemoryhaBaha 3NoOHAaMEPHNX aKTUBHOCTY,

29) YCB vnu dnew memopwuja je cnorelWhbn Meanjym 3a CKnaguwTere nogataka,

30) ua-POM (Compact disk - read only memory) ce KopucTu Kao Meanjym 3a CHUMame
noparaka,

31) OB je onTUYKM ANCK BUCOKOT KanauuTeTa Koju Ce KOPUCTWU Kao Meanjym 3a
CKnagvwTere noaaTaka.



2. Be3beaHocT paaa Ha AarbuHy u ynotpeba mobunHux ypehaja
Ynaun 7
Paa Ha garsuHy n ynotpeba mobunHux ypehaja y KT cuctemy Hunje omoryhen.

AaomuHuctpaTtop VKT cuctema, cBakogHEBHO KOHTponuwe npucTtyn pecypcuma VKT
cuctema v nposepasa Aa Nu uma npuctyna ca HenosHaTux ypehaja (ca Heno3HaTux MAC
agpeca). YKONUKO ce ycTaHoBM HeosnawheH NpucTyn o TOMe ce NnyTemM eNeKTPOHCKe
nowTe ogmMax, a HajkacHuwje cyTpagaH obasewTasa HadYenHuk Ynpasee, a Ta MAC agpeca
ce yHocu y "block" nucTy codTBEpa KOju Ce KOpUCTK 3a KOHTPOMy NpucTyna.

Mpuctyn pecypcuma VKT cuctema, ca npueaTHor ypefaja, Huje 403BOSbEH, OCUMM aKo je
ypehaj y BnacHuwTey pagcke onwTunHe, owTteheH u Hnje o6esbeferHa 3amena.

EsngeHumjy npusaTtHux ypehaja ca kojux he 6utn omoryhen npuctyn soge
agmuHuctpatopu VKT cuctema, a no ogobpery HavenHuka Ynpase.

MpueaTtHn ypeRaju ca kojux he ce npuctynaTtu pecypcuma VKT cuctema mopajy 6utu
nogeweHn o4 ctpaHe agmuHucTpatopa VKT cuctema, Mory ce KopucTuTn camo 3a
obasrbake NOCNOBA Y HAANEXHOCTN KOPUCHUKA-3aNOCNEHOr 1 TO Camo Y Nnepnoay Kkaaa
Hunje moryhe kopucTuTtun ypehaj y snacHuwTsy paacke onwTuHe [pouka.

AamuHuctpaTtopu VKT cuctema, je ayxaH/Ha aa npe npeaaje ypehaja osnawheHom
CepBuCy, YKONMNKO KBap HWje Takee BpCTe aa To oHemoryhaga, ypaau Backup nogartaka koju
ce Hanase y mobunHom ypehajy, a notom nx obpuwe n3 ypehaja, n no nospaTky 13
cepsuca NOHOBO BpaTu nogaTke y mobunHu ypeha).

3. O6e3behunBawe na nuua koja kopucte UKT cuctem ogHocHo ynpaerbajy UKT
cuctemom 6yay ocnocobrbeHa 3a nocao Koju page U pasymejy CBOjy OAFOBOPHOCT

Ynan 8

NKT cuctemom ynpasrbajy 3anocneHun y cknagy ca saxehom cuctematvusaumjom pagHux
mecTa.

AamunHuctpatopu VKT cuctema, je ayxaH/Ha Aa cBakor HOBO3anocneHor-kopucHuka KT
pecypca yno3Ha ca o4rosopHocTuma n npasunuma kopuwhera VKT pecypca Mpagcke
onwTuHe pouka, ga ra ynosHa ca npasmnuma kopuwhera pecypca VKT cuctema, kao v
Aa BOAW €BMAEHUM]Y O n3jaBama HOBO3aNOCNEHUX - KOPUCHUKA Aa Cy YNno3HaTw ca
npasunuma kopuwhera VKT pecypca.

Csako kopuwhene VKT pecypca Npaacke onwTtnHe Mpouka o4 cCTpaHe 3anocneHor-
KOPUCHMKA, BaH AogerbeHnx osnawhere, nognexe ANCUMNIMHCKO] OAroBOPHOCTH
3anoCneHor Kojom ce AeduHuwe OAroBOPHOCT 3a HeosnawheHo Kopuwhere NMOBUHE.



4. 3awTnTa 04 pr3nKa KOju HacTajy npM npomMeHama nocnosa unu npecrtaHka pagHor
aHraxosara nuua 3anocneHunx koa onepatopa NKT cuctema

YnaH 9

Y cny4ajy npomeHe nocnosa, 04HOCHO HaAMNEXHOCTU KOPUCHWKA-3anoCnNeHor,
aamuHuctpatopu KT cnctema he n3spwmnty NpOMeHy nNpueunernja Koje je KOPUCHUK-
3anocneHn UMao y cknagy ca onnucom pagHuxX 3agaTaka, a Ha OCHOBY 3axTeBa
NpeTnocTaB/bLEHOr pykoBoAMOUa.

Y cnydajy npectaHka pagHOr aHraxoBaha KOPUCHMKA-3anoCNeHor, KOPUCHUYKM Hanor ce
ykuaa.

O npecTaHKy pagHor ogHoca unun pagHor aHraxosara, Kao U NPOMEHN pagHor mecTa,
cnyx6a 3a kagpoBKCE M ONWTE NOCNOBE U ynpasrbamwe fbYACKUM pecypcuma y capagbu
ca HenocpeaHuM pykosBoauouem, je ayxan/a aa obasectn agmuHuctpaTtope UKT cuctema,
pagv ykmaarba, O4QHOCHO M3MEHY NPUCTYNHWUX NpuUBUNEruja Tor 3anoCNeHor-kOpUCHMKa.

KopucHuk KT pecypca, HakoH NnpecTaHKka pafHor aHraxosawa y Ynpasu, He cMe aa
OTKpvBa nogaTke Koju Cy 04 3Ha4aja 3a uHgopmaumoHy 6esbegHoct VKT cuctema.

5. NpeHTndunkoBamwe MHPoOpMaumMoHmx aobapa n oapefuBawe 0 AroBOPHOCTH 3a
HUXOBY 3aWITUTY

Ynan 10

VHdpopmaunoHa gobpa Npaagcke onwTuHe ['pouka Cy CBUM peCypCu Koju cagpXe NOCnoBHe
nHdopmaumje Ynpase rpagcke onwTtuHe [pouka, ogHOCHO, NyTEeM KOjuX ce BpLWn n3paaa,
obpaga, YyBare, npeHoc, bpucare 1 yHuwTasakwe nogataka y KT cuctemy, ykrbydyjyhn
CBEe eNeKTPOHCKEe 3anuce, padyHapcky onpemy, mobunHe ypefhaje, 6ase nogartaka,
NOCNOBHE annukauwje, KoHMUrypaumjy xapaBepcknx KOMNOHeHaTa, TEXHUYKY N KOPUCHWYKY
AOKyMeHTauujy, yHyTpawre npasBuiHnke Koju ce ogHoce Ha KT cuctem v cn.)

Esnaerunjy o nipopmaumorHmum gobpuma soge agmuHuctpatopu KT cuctema, y
NannpHoj NN eNeKTPOHCKO] (PopMMU.

MpeameT 3awTuTe Cy:
- Xapasepcke u copTteepcke komnoHeHTe VIKT cuctema
- noaaum koju ce obpahfyjy nnu Yysajy Ha komnoHeHTama KT cuctema

- KOPUCHWYKM Hanos3n 1 apyru nogaum o KopucHuumMma nHgdopmaTtudkmx pecypca UKT
cuctema.



6. KnacudmkoBawe noaartaka Tako Aa HUBO HUXOBe 3aWiTuTe oagroBapa 3Hauvajy
noaartaka y cknaay ca Hauyenom ynpaBrbaka pU3MKOM M3 3aKOHa 0 MHPOPMALMOHO]
Oe30enHocTH

YnaH 11

Mopauw koju ce Hanase y VKT cuctemy npeacrasrbajy TajHy, ako Cy Tako AedPuHncaHu
ogpendama nocebHum nponucuma (3akoH o crnobodHOM npucmyny uHgopmayujama 00
jasHoe 3Hayvaja ("Cn. enacHuk PC", 6p.120/04, 54/07, 104/09 W1 36/10), 3akoH 0 3awmumu
nodamaka o nuyHocmu ("Cn. enacHuk PC" 6p.97/08,104/09-[]P. 3akoH 68/12,-OA4JTYKA
YC W 107/2012), 3akoH 0 majHocmu nodamaka ("Cn. enacHuk PC", 104/2009), kao u
Ypedba o Ha4uHy u nocmynky o3Hadyagara majHocmu nodamaka, 00HOCHO JOKymMeHama
("Cn. enacHuk PC", 6p. 8/2011).

Moaaum Koju ce 03Ha4ve kao TajHu, mopajy buTtn 3awTnherHn y cknagy ca oapeabama
Ypenbe o nocebHum mepama 3awTute TajHuX nogaTaka y MHopMauUnoHo-
TenekoMyHukaumoHum cuctemuma ("Cn. rnacHuk PC", 6p. 53/2011).

[deTaraH onnuc nHpopmaumja, Hocadmma nHpopmaumja u 4OCTYNHOCTWU NogaTaka Hanasu
ce y IndhopmaTtopy o pagy Mpaacke onwTuHe Mpouka.

7. 3awTUTa HOCAa4a noaaraka
UnaH 12

AgmunnHuctpaTtopu VKT cuctema, he ycnoctasutu opraHusauunjy npuctyna v paga ca
nogauvma, nocebHo oHUMa Koju Byay 03Ha4YeHU CTENEHOM CNy>XBEHOCTN UNn TajHOCTU Y
CKnagy ca 3akoHOM O TajHOCTW nogaTaka, Tako Aa

nogauu v 4OKyMeHTU (NocebHO OHW ca 03HAKOM TajHOCTW) MOry Aa Ce CHUMeE (apxusupayjy,
3anuuwy) Ha cepeepy Ha Kome ce CHUMajy nogauw, y donaepy Haa kojum he npaso
npucTyna nmaTtn camo 3anoCNEeHN-KOPUCHUUM Kojuma je To npaso obe3befeHo oanykom
Ha4enHuka.

noAauy U 4OKYMEHTU (NocebHO OHWM ca 03HAKOM TajHOCTW) MOry Aa Ce CHUME Ha apyre
Hocaue (ekcTepHu xapa avck, YCBb, U, AB[) camo oa ctpaHe oBnawheHnx 3anocneHnx —
KOpUCHUKA.

EsunaeHumjy Hocada Ha Kojuma Ccy CHUMIbeHU nogauw, soae agmuHuctpatopu KT
cucTema u T meaujy mopajy butn NnponnucHo obenexeHn n OANOXEeHN Ha MECTO Ha Kome
he 6utn 3awTuheHn og HeosnawheHor NnpucTyna.

Y cnydajy TpaHcnopTa Meauvja ca nogauvma, HadenHuk Ynpase he ogpeaunt oaroBopHy
ocoby 1 HaunH TpaHcnopTa.

Y cnydajy ucteka pokosa YyBara nofdaTaka koju ce Hanase Ha meavjuma, nogauv Mopajy
6uT HenospaTHO obpucaHn, a ako To Huje moryhe, Takeu meaunjn mopajy GuTn MU3NUKKN
owTeheHn, OAHOCHO YHULTEHMW.



8. OrpaHuyekwe NpucTyna noaaumMma M cpeacTtesmma 3a obpaay nogaraka
YnaH 13

Mpuctyn pecypcuma NKT cuctema ofpefeH je BpcTom Hanora, OAHOCHO A0AEMbEHOM
yNOrom Kojy 3an0CNeHn-KOpUCHNK nma.

3anocneHu Koju nma aaMMHUCTPATOPCKN HaNor, Ma nNpasa NpucTyna CeBuM pecypcnuma
VKT cuctema (CopTBEPCKUM U XapABEPCKAM, MPEXM N MPEXHUM pecypcuma) y unry
WHCTanauuje, oapxaBaka, Nnogewasara 1 ynpasrbama pecypcuma VKT cuctema.
3anoCneHun - KOPUCHUK MOXe 4a KOPUCTU CaMO CBOj KOPUCHWYKM Hanor Koju je 4obno og
agMuHUCTpaTopa u He cme aa omoryhu gpyrom nvuy kopuwhere HeroBor KOPUCHUYKOr
Hanora, ceM agMMHUCTpaTopy 3a NoAewaBarwe KOPUCHUYKOr Npoduna u pagHe cTaHuue.

3anoCcneHn-KoOpUCHMK Koju Ha Bruno Koju HaumH 3noynoTpebn npasa, ogHocHO pecypce UKT
cucTemMa, Noanexe KpUBUYHOj U ANCUMNIINHCKO] OArOBOPHOCTH.

3anocneHn-KopuUCHUK AyxaH je aa nowTyje n cneaeha npasuna 6e3beagHor n npumepeHor
kopuwhera pecypca KT cuctema, v To aa:

1) KOPUCTN NHDOPMATUNYKE PECYPCE UCKIbYHYMBO Y MOCNOBHE CBPXE;
2) NpuxeaTh Aa Cy CBW NOAAUM KOjU Ce CKNnaguliTe, NpeHoce Unn Nnpouecupajy y oksmpy
NHbOPMATUYKMX pecypca BNacHUWTBO "paacke onwTuHe Mpouka n aa mory 6utn npegmet

Hagrnegarka v npernefana,

3) noctyna ca noBeps/enBnM nogaunma 'y cknagy ca nponmncmma, a nocebHo NMPUINKOM
Konnpaka n NnpeHocCa noaartaka,

4) 6e3benHo YyBa CBOjEe NO3NHKE, OAHOCHO Aa UX He oAaje APYrM Nuuuma;
5) mera No3nHKe carnacHo yTepheHum npasnnuma,

6) Npe ceakor yaarbasarba 04 pagHe CTaHuue, o4jasu ce ca cucTema, O4HOCHO 3aKrbyda
pagHy cTaHuuy;

7) 3axTeB 3a MHCTanauuvjy coreepa nnun xapasepa NogHoCK y nucaHoj opmun, ogobpeH
04 CTpaHe HenoCpeaHor pykosBoawoua,;

8) o6e3beamn curypHocT nogaTaka y cknagy ca saxehum nponucuma,

9) npucTyna MHopMaTUYKUM pecypcrMmMa Camo Ha OCHOBY EKCNNNUMTHO A0AEMbEHNX
KOPUCHWYKNX NpaBa;

10) Ha pagHOj CTaHWUM HEe CME Aa CKNaAuWTU CaapXaj Koju He CNyXu y NOCNOBHE CBPXE;

11) napahyje 3awTnTHe Konwje (Backup) nopaTaka y cknagy ca nponucaHum npoueaypama;



12) KOPUCTYA VHTEPHET 1 eNEKTPOHCKY NOLWTY Y Ynpasu rpaacke onwTiHe pouka y cknangy
ca nNponucaHvm npoueaypama;

13) npuxsaTu ga ce ogpefeHe BpcTe MHPOPMATUHKUX WHTepBeHUuja (M3paja 3alTUTHUX
Konuja, axypvipake nporpama, NoKpeTare aHTUBMPYCHOT Mporpama v cn.) obasrvajy y
yTBpheHo Bpeme;

14) npuxeaTt Aa cen NPUCTYNU UHPOPMaTHHKUM pecypcuma v nHdopmaumnjama Tpeba aa
Byay 3acHOBaHW Ha NPUHLMNY MUHUMANHe HeonxoAHOCTW,

15) npuxBaT 4@ TEXHWUKE CUryPHOCTW (aHTW BUPYC Nporpama, Firewall, cuctemu 3a
AeTeKuujy ynaga, CpeacTea 3a wudpupatrbe, CpeacTsa 3a NpoBepy MHTerpuTeTa u ap.)
cnpeyvasajy noteHuuwjanHe npeTte VKT cuctemy;

16) He cMe Aa UHCTanupa, MoAnduKyje, UCKIbyYyje 13 paga unw Opwve 3aWTUTHW,
CUCTEMCKMN UNW annunkaTUBHN CODTBEP.

9. Opno6paBare oBnawheHor NnpucTyna v cnpevyasamwe HeoBnawhexor npuctyna UKT
cuctemy u ycnyrama koje MKT cuctem npyxa

Ynan 14

MpaBo NpUCTyna MMajy Camo 3anocneHn/KoOpUCHULW Koju Umajy agMUHNCTPaToPCKe Unu
KOPWCHWYKE Hanore.

AOMUHUCTPATOPCKIA Harnor je jeAnHCTBEHU Hanor Kojum je omoryheH npuctyn v
agMuHUCTpauwmja ceux pecypca VKT cuctema, kao n oTBaparbe HoBWUX U UsMeHa
noctojehux Hanora.

AZMUHUCTPATOPCKW Hanor Moxe/Mory Aa kopuctw/e camo 3anocneHn Ha nocnosmma
anmuHucTpatopa VKT cuctema.

KOPWCHWYKI HAnor ce cacTojy OA KOPUCHWHKOT UMEHa 1 NO3VHKE, Koju ce mMory yKylasaTtu
VNV YATaTV Ca MEaMja Ha KOME NOCTOjM ENEKTPOHCKN CepTUgIMKaT, Ha OCHOBY Kora/jux ce
BpLUM ayTeHTudWKaumja - Nnposepa naeHTuTeTa 1 ayTopusauuja - nposepa npasa
npucTyna, oaHOCHO npaea kopuwhera pecypca VIKT cuctema of CTpaHe 3anocneHor-
KOPWUCHWKA.

KOpWCHWYKM Hanor A0AErbYje aAMUHICTPATop, Ha OCHOBY 3axTeBa 3anoCneHor 3aAyXeHor
33 ynpaBrbarbe IbyACKMM PECYPCUMA Y Capajitbui Ca HENOCPeAHNM PYKOBOAVMOUEGM W TO TEK
HaKOH YHOCa noaaTaka O 3anocneHoMm y codTeep 3a ynpasrbakbe /byACKM pecypeuma, ay
cknagy ca notpeb6ama ofaBrbakba NOCNOBHUX 3aAaTaka OA CTPAHE 3anoCnNeHOr-kopUcHNKa.

AOMUHACTPATOP BOAW EBWAEHLM]Y O KOPUCHUYKIM HaNosuma, Nposepasa HUxoso
kopvLhete, Mera Npaea NPUCTyNa 1 yknaa KOPUCHNYKE Hanore Ha OCHOBY 3axTeBa
3anoCnNeHor Ha NOCNOBUMA ynpaBrbaka byACKUM PecypcmMa, OAHOCHO HaanexHor
pykoBoawuoua.



10. YTBphuBawe oAroBOpHOCTU KOPUCHUKA 3a 3aWITUTY CONCTBEHUX cpeacTaBa 3a
ayTeHTuUKauwjy

YnaH 15
KopuCHUYKM Hanor ce cacToju 04 KOPUCHUYKOT MMEHa W NO3NHKE.

(Mpumep: KOpuCHUYKO ume ce Kpeupa no mampuyu ume.npe3ume, NamuHU4YHUM NUCMOM
be3 ynompebe cnosa ), X, Ib, kb, h, 4, |, w.

(Mpenopyka: Ymecmo osux crnosa kopucmumu cnosa u3 mabene.)

ThupununyHa cnosa NlaTnHnyHa cnoea
dj
z
I
nj
Y G
s
dz

CE~TFF X

No3wnHka mopa Aa cagpXv MUHUMYM WECT KapakTepa KOMOWHOBaHUX 04 Manux n BENUKNX
cnoea v undapa.

No3nHKa He cMe ga cagpxv ume, npesume, aatym pohewa, 6poj TenedoHa u apyre
npenosHaTbMee NoaaTke.

Ako 3anoCNeHn-KOpUCHMK NoCymMmra aa je Apyro nuue OTKpuno werosy NO3VHKY AyXaH je
Aa ncty oamax NaMmeHwu.

3anocneHn-KopucHUK AyxaH je Aa Mera NO3NHKY HajMake jeAHOM y 6 meceuw.
lcta no3uHka ce He cMe NoHaerbaTN y BPEMEHCKOM Nepuoay o4 roauHy AaHa.

HeosnawheHo ycTynare KOPUCHUYKOr Hanora 4pyroMm nuuy, noanexe AMCUNMNNNHCKO]
OATOBOPHOCTW.

11. MpeaBuhake oarosapajyhe ynotpe6e kpunTo3awTuTe pagu 3awTuTte TajHOCTY,
ayTEHTUYHOCTU OAHOCHO UHTerpuTeTa noaaTaka

YnaH 16

Mpuctyn pecypcuma VKT cuctema rpagcke onwTuHe pouke He 3axTeBa nocebHy
KpuATOo3awTuTy.
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3anocneHn-KkopnucHUUM KOpUcTe KkBanudukoBaHe enekTpoHcke cepTudukarte 3a
eNEeKTPOHCKO NOTNUCMBakE AOKYMEHaTa Kao v ayTeHTudukauuvjy n aytopusaumjy npuctyna
nojeanHUM annukauynjama.

3anocnerun Ha nocnosuma WKT cy 3agyxern 3a nHctanaumjy notpebHor codpTeepa v
xapasepa 3a kopuwherwe cepTudukaTa.

3anocneHn-KopUCHNUM Cy AYXXHWU Aa YyBajy CBOje KBanudukoBaHe enekTpoHCKe
cepTudukaTe Kako He 61 gownu y nocea Apyrux nuua.

12. ®u3nyka 3awTUTa objekarta, NpocTopa, NPOCTOpPUja OQHOCHO 30HA Yy KOjuma ce
Hanase cpeactBa u nokymeHTun UKT cuctema n obpafyjy nogaum y UKT cuctemy

Ynan 17

[MpocTop y KOMe ce Hanase cepBepw, MpexHa nnu KoMmyHukaumoHa onpema UKT cuctema,
opraHuayje ca Kao aAMUHUCTpaTMBHA 30Ha. AQMUHUCTPAaTMBHA 30Ha Ce ycnocTasrba 3a
du3ndkn npuctyn pecypcuma KT cuctema y KOHTPONMCaHoM, BUATBUBO O3HAYEHOM
npocTopy, Koju je obesbefhen mexaHnykom Gpasom.

MpocTop mopa aa 6yae o6e3befher og komnpomuTyjyher enekTpomarHeTHOr 3pademna
(KEM3), noxapa v Apyrux enemeHTapHux Henoroga, vy wemy Tpeba ga byae
oarosapajyha TemnepaTtypa (knumatunsosaH NpocTop).

13. 3awTunTa oa rybuTtka, owtehewa, kpafe nnu gpyror obnuka yrpoxaBama
©e3begHocTn cpeacTtaBa koja ymHe UKT cuctem

Ynax 18

Ynas y npocTopujy y Kojoj ce Hanasn KT onpema, 403BObEH je caMO agMUHUCTpaTopuma
VKT cuctema Ha nocnosuma VKT,

Ocum agMUHUCTpaTopa cucTema, NpUCTyn aaMUHUCTPATUBHO] 30HW Mory umaTtu n Tpeha
nuua y unrby MHCTanaumje un cepsucupama oapefheHux pecypca VKT cuctema, a no
npeTxoaHOM oaobpery HadenHuka Ynpaee, 1 y3 NpucycTBO HaaANeXHor nuua
agmuHuctpatopa WKT cuctema.

MNpucTyn aaMUHNUCTPATUBHOj 30HN MOXE UMaTW 1 3anocneHn/a Ha NOCNoBMMA oApPXKaBaka
XUrunjeHe y3 NnpucycTBO HagnexHor nuua agmuHuctpatopa KT cuctema.

MpocTopwja mopa BuTn BMABMBO 0BenexeHa 1y kbOoj ce Mopa HanasuTn NPoTUBNOXapHa
onpema, Koja ce MoXe KOPUCTUTK CaMo y CnyYajy noxapa y NpocTopuju y KOjoj ce Hanasu
VKT onpema n meguju ca nogaumma.

[Mpo3opu 1 BpaTa Ha 0BOj NPOCTOPUjN MOpajy YBEK BTN 3aTBOPEHN.

Cepsepu 1 akTuUBHa MpexHa onpema (switch, modem, router, firewall), mopajy cTanHo 6uTtu
npuKIbyyYeHn Ha ypefaje 3a HenpeknagHo Hanajake - YIC.

Y cnyJvajy HeCcTaHka enekTpuyHe eHepruje, y nepuogy Ayxem oa kanaumteta YIC-a,
osnawheHo Nuue je AY>XXHO Aa UCKIbYYM onpemy y cknaay ca npoueaypama npowssofada
onpewme.

11



WKT onpema 3 npoctopuje ce y crny4ajy onacHoCT# (nNoxap, BpEMEHCKe Hemnoroge v cn.)
Moxe n3HeTu 1 6e3 onobpersa HayenHwka.

Y cnyyajy uaHolwersa onpeme pagun cenuabe, nnu cepsucuparea, HeonxoaHo je ogobperse
HayenHuka koju he ogpeanTy ycnose, HaunH U MeCTO U3HOLEHa onpeme.

AKo ce onpema U3HOCK pafu cepsucuparsa, nopes ofobpera HavenHwuka Ynpase,
noTpebHOo j& Ca4YNMHWUTL 3aNUCHUK Y KOME Ce HaBOAMW HasnB K TUN onpeme, cepujckv 6poj,
Ha3ne cepeucepa, ume 1 npesnme osnawwheHor nuua cepsucepa.

YroBopom ca cepeucepom mopa butu gedmHucana obasesa s3alwiTuTe nogaraka Koju ce
Hanase Ha megujuma koju cy aeo UKT pecypca rpagcke onwtuHe pouka.

14. O6e3befuBamwe ucnpaBHor u 6e3begHor hyHKUMOHUCaHa cpeacTaBa 3a obpany
noparaka

Ynau 19

3anocnenun Ha nocnoeuma KT KOHTUHYMpaHo Haasupy v nposepasajy yHKUMOHUCaHEe
cpencTaea 3a obpagy nogartaka wu ynpaerbajy pusuumuma Kkoju mory ytuudatu Ha BesbeaHocT
WKT cuctema n, y cknagy ca TuM, nnaHuvpajy, 0AHOCHO npeanaxy HavyenHuky Ynpase
oprosapajyhe mepe.

Mpe yBohera y pag HOBOr copTBEPA HEONXOAHO j& HanpaBuTW KoNnjy-apxmusy nocrtojehux
nogaraka, y uirey npunpeme 3a npoueaypy spaharba Ha npeTxogHy ctabunny sepsujy.

WHcTanupatse HoBOr coTBepa Kao v axypupawe nocrojeher, 04HOCHO MHCTanauunja Hose
BEP3Wje, MOXE Ce BPLUMTW Ha Ha4MH KOju He OMEeTa OnepaTuBHW pad 3anocreHnx-
KOPUCHMKA.

Y cnyyajy Aa ce Ha HOBO|] Bep3uju coTBepa Koju je yseaeH y onepaTuBHU pag npumeTte
BUTHWM HeAoCTauM KojU MOry yTuuatu Ha pag, noTpebHo je npuMmeHnTU Nnpoueaypy 3a
spahame Ha npeTxopaHy cTabunHy Bepaujy codreepa.

3a pas3Boj n TecTupame coTeepa npe yeofhewa y pag y KT cuctem mopajy ce Kopuctutu
cepsepu 1 NoJaum Koju Cy HameHeHW TecTuparby 1 passojy.

Mpw TecTtuparby codreepa je notpebHo 0be3beanTn HeomeTaHo yHKUMoHUCame UKT
cuctema. 3abpareHo je kopuwhere cepBepa Koju ce KOpUcTe y onepaTusHOM pagy 3a

TecTUpare coTeepa, Ha HauuH KOju MOXe Aa 3aycTaBun HOpManHo yHkUMoHUcare VKT
cucTema.

15. 3awTuTa noaaraka u cpeacTea 3a obpaay nogartaka o4 3noHaMepHor codpTeepa
Ynan 20

3awTtunTa o 3noHamepHor copTBEPa Ha MpPeXu CNPOBOAM CE Y Uuiby 3aluTUTe of BUpyca
n Apyre BpCTe 3N0HaMEPHOr KoAa KOju Y padyHapCKy Mpexy Mory AoCrneTn UHTepHeT
KOHEKLUMjOM, UME|NOoM, 3apaXeHnm npeHocHUM megujvma (YCB memopwja, U4 vrta.),
MHCTanauynjom HenuueHumpaHor codTeepa u cn.
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3a ycreLuHy 3alWTnTy OA BUPYCa Ha CBAKOM padyHapy je MHCTanvpaH aHTUBUPYCHU
nporpam. CBakoaHEBHO Ce ayTOMaTCKV BPLUM [OMNYHa aHTUBMPYCHUX AeUHNLMIE.

3abpatbeHo je 3ayCTaBrbarbe U NCKIbyYNBake aHTUBMPYCHOT COhTBEPa TOKOM CKeHUpPatsa
NPeHoCHUX Meawja.

MpeHocusu Meanju, npe kopuwhersa, Mopajy BUTU NPOBEPEHU Ha NPUCYCTBO Bupyca. Ako

Ce yTBpAW Aa NPEHOCUBU MEAW] Caapu BUpYyCe, YKONUKo je To moryhe, Bplum ce yuwhere
Me/inja aHTUBNPYCHUM COOTBEPOM.

Pusuk of eseHTyanHor ryGutka noparaka npunukom 4uwhersa Meaunja oa BMpyca cHocw
AoHocunay meavja.

Y unrey sawrtuTe, oaHocHo ynaaa y KT cuctem Mpaacke onwTtuHe MpoLka ca WHTEpHeTa,
agmunncTpatopu VKT cuctema cy ayxaHu fa ogpxasajy CMCTEM 3a cripedasare ynaaa.

PykoBoAvOUM opraH1saumnoHnx jeanHuua ogpefyjy koju 3anocneHn umajy npaso npucTtyna
WHTEPHEeTY paawn Npukynrbaka nogaraka v octanux MHgopmaumja BeszaHnx 3a o6aerbame
NOCr0Ba y HUXOBO]j HAANEXHOCTW.

KopucHuumma koju cy npukrsydenn Ha VKT cuctem je 3aBpakbeHo camocTanHo
NPUKIby4MBame Ha NHTEPHET (NPUKIbydMBatbe NPeKo CONCTBEHOr Mogema), Npu Yemy

aamunncTpatopu VKT cuctema mory yKMHYTW NpUCTyn MHTEPHETY Y Cryyajy AoKasaHe
3anoynoTpebe wucror. o B

KopuvcHuumn UKT cuctema koju KopucTe MHTEPHET Mopajy Aa ce npuapxasajy mepa
3alwTuTe o4 Bupyca u ynaga ca uHtepHeta y VKT cuctem, a cBaku padyHap 4Ymju ce
3arnocneHn-KopUCHUK NpuKIbyyyje Ha ViHTepHeT mopa 6utn ogroeapajyhe nogelleH un
3awTuheH, npu Yemy nogelwasawe splwe agmuHuctpatopu KT cuctema.

Mpunukom Kopuwhera nHTepHeTa Tpeba nsberasatn cymmwunse WEB cTpaHuue, ¢

0631pom Aa TO MOXe NPoy3poKoBaTV NPOBNEME - HENPUMETHO MHCTANUPaKLE LLUMUjYHCKUX
nporpama 1 CrunyHo.

Y cnydyajy fia KOpUCHWK NpUMeTU HeoBYHO NoHallare padyHapa, 3anaxane Tpeba bes
oanarawa fAa npujasn agmuHuctpatopmuma VKT cuctema.

Crporo je 3abpareHo rnegare UIMoBa 1 Urparse urpuua Ha padyHapuma u
"kpcTapewse" WEDB cTpaHunuama koje cagpxe HegonuyaH cagpaj, kao u caMoBOSbHO
npeysnumare UCTUX ca MHTepHeTa.

HenossorbeHa ynotpeba nHTepHeTa obyxsara;

- UHCTanupawe, ANCcTpubyunjy, ornawasame, NPEHOC UNN Ha APYTrv HAYWH YntbeHe
AOCTYNHUM "NUpaTckux” Unu Apyrux coTBEepCKMX Npom3Boaa Koju HUCY
nuueHUMpaHn Ha oarosapajyhn HadnH;

- Hapylwasare CUrypHOCTU MPEXe UNu Ha ApYyrv HaymH oHemoryhaeare nocnoBHe
WHTEPHET KoMyHUKauwje; ‘

- HAMEPHO WWPEHe AECTPYKTUBHUX N ONCTPYKTUBHUX NPOrpaMa Ha UHTEpHeTY

(MHTEpHET BMPYCU, MHTEPHET TPOjaHCKN KoM, MHTEPHET LPBUW 1 Apyre BpCTe
ManuumMosHux coTeepa);

13



- He[103BOSbEHO KopuWwhere APYLUTBEHUX MpeXxa v ApYrnX MHTEPHET cagpxaja koje je
orpaHu4eHo;

- npey3umane (download) nogataka Benuke "TexuHe" Koje npoy3pokyje "sarywere" Ha
MPEXW;
- npeysumatse (download) matepujana sawTtuheHnx ayTopckum npasuma,;

- Kopuwhere NTMHKOBa KOoju HUCY Y Be3n ca nocnom (rnegare ounmosa, ayano v
BUOEOCTPEeaMUHr 1 cn.);

- HE03BOIBLEHU NMPUCTYN caapiKajy, NpomMeHa cagpxaja, bpucare unu npepaaa
cagpkaja Npeko uHTepHeTa.

KopucHnumma Koju HeafekBaTHUM Kopulherem MHTEPHETA Y3POKyjy 3aryliere, Npekua vy
pafy unv Hapywasajy 6e3beHOCT Mpexe MOXe Ce O4y3eTh NpaBo npucTyna.

16. 3awTuKTa o rybuTka nopgaraka
Ynan 21

Base nopgaTaka obasesHo ce apxuBupajy Ha npeHocuee meauje (LWAPOM, 4B, YCB,

"CTpumep" Tpaka, eKCTEPHU XapA AWUCK), HajMare jeAHOM AHEBHO, MeCeY4HO 1 roguibe, 3a
notpebe obHoBe Ga3e nogaraka.

Octanu ajnoBu-40KYMEHTH Ce apxnBupajy HajMare jeJHOM MECEYHO U roguLlH-e.
MoAauy 0 3anocneHnma-KopucHULUMMA, apxueBupajy ce HajMmare je4HOM MEeCe4Ho.

[HEeBHO KONupake-apxnuBupare BPLUKM Ce 3a CBaku pagHu aaH y cegmuun, og 23:00
YacoBa CBakor pagHor aaHa.

MeceyHo Konupare-apxmBmpare BpLUK Ce Nocnearer pagHor AaHa y mecely, 3a ceaku
mecey nocebHo, oa 23:00 yacoea.,

Moanwke KOnnpawe-apxXxmenparke BplWn ce nocnegmwer paaHor gada y rognHn.

Ceaku npumepak rogvwke Konuje-apxuee 4ysa ce y poky Koju je aetuHucan YnyTcTBoM O

KaHLenapwjckom nocnosary opraHa aopxasHe ynpaege ("Cn. MacHuk PC", 6p 10/93, 14/93-
venp. 1 67/2016).

CBaku npumepak NpeHocHor MHOpMaTUYKOr Meaunja ca Konvjama-apxvmeama, mopa utu
o3HaueH Bpojem, BpCTOM (AHEBHA, HefderbHa, MeceyHa, roauliba), 4aTyMom uspage
KoMnuje-apxvBe, Kao U MMEHOM 3aMnOCnEeHOr-KOPYICHUKE KOjU j& M3BPLUKO Konupatbe-
apxuBMUpare.

[lHeBHe, HeAerbHe N MeceuvHe Konuje-apxvee ce YyBajy y NpocTopujv koja je usndkm ny
cknagy ca mepama 3awTtute og noxapa obesbehena.

Moaunwke Konuje-apxmse ce napahyjy y ABa NnpuMepKa, o Kojux ce jeaaH vyea 'y
NPOCTOPKjW Y KOjOj Ce YyBajy AHEBHE, HEeAerbHe U MeceyHe Konuje-apxuse a apyru
npumepak y nocebHom 06jekTy Koju je Hajmare 1 KM yaarbeH og 3rpage ynpase.

WcnpaBHOCT Konuja-apxmea NpoBepasa Ce HajMake Ha LWeCT Meceuym 1 TO Tako WTOo ce
n3spluv noepahaj 6asa nogaraka Koje ce Hanase Ha megujy, npy yemy Bpahenn nogaum
HakoH nospahaja Tpeba fa Oyay ucnpasHy 1 cnpemHun 3a ynotpeby.
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17. YyBame noagartaka o gorahajuma koju mory 6utu oa 3Hauvaja 3a 6e3degHocT UKT
cuctema

YnaH 22

O aKkTMBHOCTMUMA agMUHUCTPATOPa W 3aNOCNEHNX-KOPUCHWKA BOAE Ce AHEBHULM
aKTMBHOCTWM (activitylog, history, securitylog, transactionlog v ap).

Csakor nocneawer pagHor AaHa y Heaerby AatoTeke y Kojuma ce Hanasu AHEBHWK

aKTMBHOCTW Ce apXxvmBupajy No npoueaypu 3a u3pagy Kkonvja-apxvea octanux nogartaka y
VKT cuctemy, y cknagy ca un. 20 osor npasunHuka.

18. O6e3behuBate nHTerpuTeTa codpreepa u onepatTuBHUX cucTtema
YnaH 23

Y KT cuctemy moxe Aa ce nHcTanupa camo codpTeep 3a koju NocToju Baxeha nuueHua y
BNACHUWTBY rpaacke onwTuHe Mpouka, ogHocHo Freeware n Opensource Bep3uje.

MHcTanauvjy v nogewasare copTeepa Moxe Aa spwe camo agmuHuctpatopu KT
cucTema, 0QHOCHO 3anoCNeHN-KOPUCHWK Koju nma osnawhere 3a To.

NHcTanauwjy n nogewasare copTBepa MOXe Aa u3spwu 1 Tpehe nuue, y cknagy ca
Yrosopom o Habasuw, O4HOCHO ogpXxasaky codTeepa.

MNpe ceake nHCTanauwje HoBe Bep3nje codpTeepa, OAHOCHO Nogewasara, HEONXOAHO je
HanpasuTh Konujy noctojeher, kako Bu ce obes3beagmnna moryhHOCT noBpaTka Ha NPETXOAHO
CTake Yy Crnyvajy Heo4YeknsaHux cutyaumja.

19. 3awTtuTta oa 3noynoTtpebe TexHNYKNx 6eabeaHocHUx cnaboctn UKT cuctema
YnaH 24

AamuHuctpatopu VKT cuctema Hajmake je4HOM MeceyHo a no noTpebn n Yewhe spwn
aHanun3y gHeBHWKa akTuBHOCTWU (activitylog, history, securitylog, transactionlogidr.) y
unrey naeHTudukaumje noteHumjanHux cnatoctn NKT cuctema.

YKONuKo ce naeHtudukyjy cnaboctn koje mory aa yrpose 6e3beaHoct NKT cuctema,
agmuHucTpatopu VKT cuctema cy AyxHW ga ogmax nsspuwe nogewasamwa, 0gHOCHO
NHCTanupa codTeep Koju he OTKNOHNTK youeHe cnabocTwn.

AamuHunctpatopu KT cuctema, Tpeba ga nogelwasarbeM KOPUCHUYKUX NoNuUca,

oHemoryhu HeosnawheHo MHCTanupare codpTeepa Koju MOXe A40BECTM A0 yrpoxasara
Bes3beaHocTn VKT cucrema.
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20. O6esbehuBame na akTMBHOCTM Ha peBu3anjn UKT cuctema umajy wro mamwu
yTuuaj Ha PyHKUMOHUCake cucTtema

YnaH 25

Pesunanja VKT cuctema ce Mopa BpLUMTK Tako [a UMa LUTO Maki yTULaj Ha NocroBHe
npoLece KOpUCHUKa-3anocneHnx. YKonuko To Huje moryhe y pagHo Bpeme, oHAa ce BpLuv
HaKOH 3aBpLUETKa pagHor BpeMeHa KOpUCHWKa-3anocneHux, Ymjy 6 nocnosHu npouec t1o
OMeTaH, Y3 NPeTX0AHY carnacHoCT HavenHuka Ynpase.

21. 3awTuTa nogaTaka y KOMyHUKaUMOHMM Mpexama ykrbydyjyhu ypehaje n Bonose
Ynan 26

KomyHukaumoHu kabnosu 1 kabnosw 3a Hanajake Mmopajy BuTy NoCTaBfbeHn y 3ugy vunm
KaHanuuama, Tako aa ce oHemoryhu HeosnawheH NnpucTyn, OAHOCHO Aa Ce U3BPLUK
n3onauuja og moryher owrtehera.

MpexHa onpema (switch, router, firewall) ce Mopa HanasuTy y 3akrby4aHom rack OpMaHy.

AomunuctpaTtopu VKT cuctema cy AyXaHu Aa CTanHo BpLe KOHTPONHU Npernen MpexHe

onpeme » BnaroBpemeHo npeay3umajy Mepe y Lnrby oOTKNarwaka eBeHTyanHux
HenpaBUNHOCTY.

22. be3begHocT nopartaka Koju ce npeHoce yHytap onepartopa MKT cuctema, kao n
uamehy oneparopa UKT cuctema u nuua BaH onepatopa UKT cucrtema

Ynan 27

PasmeHa noparaka Koju Cy 03HaveHW 03HaKoOM TajHOCTW ca ApYrim opraHuma,

opraHvsauujama unv NpaBHU NULKUMA Ce BPLUK Y CKNady ¢a noTnMcaHum akToM O pa3MeHn
noparaka.

AKT u3 cTasa 1. OBOr 4naHa cagpXxu nogartke o oBnawheHnm nuumma 3a pasmeHy
nogaTaka, HauuHy pa3mMeHe nogaTaka, NnpaBHU OKBUP 3a TakBy BPCTY pa3MeHe, Kao U
NpaBHN OKBUP KOjUM Ce AeduHMLIE 3aliTuTa nofartaka Koju ce pasmemnyjy.

23. Nurtamwa nHpopmaumoHe 6e3beagHocTn y OKBUMPY ynpaBrbakwa cBum ¢hazama
KuBoTHor umknyca UKT cuctema ogHOCHO genosa cucrema

YnaH 28
Ha4uH nHcTanupaka HoBKX, 3amMeHa u ogpxasarse noctojehux pecypca VKT cuctema op,
cTpaHe Tpehux nuua koja HUCy 3anocnenHa y Ynpasu, 6uhe aeduHucaHn yrosopom koju he

BUTK CKNOMIBbeH ca TUM NUuuMma.

AnmuHuctpaTtopun VKT cuctema cy 3agykeHn 3a TEXHUHKU Had3op Hag peanuiayujom
yroBopeHux obasesa o cTpaHe Tpehux nuua.
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O ycnocrasreamwy Hosor KT cuctema, o4HOCHO yBOReHY HOBUX AenoBa U uaMeHama
noctojehux aenosa UKT cuctema agmuHuctpatopn KT cuctema Boge AoOKYMeHTauujy.

HokymeHTaLnja U3 NpeTxoAHor cTaBa Mopa 4a cagpxu onuce CBux npoueaypa a nocebHo
npoueaypa koje ce ogHoce Ha 6e3beaHocT KT cucrema.

24. 3awTwTa noaaraka Koju ce KopucTte 3a notpebe tectuparwa UKT cuctema
OQHOCHO AenoBa cuctema

YnaH 29

Mpunukom TecTupara cucTema, Nogaum Koji Cy 03Ha4eHn 03HaKkoM TajHOCTK, OAHOCHO
cnyBeHoCTn Kao NoBEpPIrbLUBK NO4auUM, UNK cy NUYHKM nogaum agMmuHucTpaTtopu MKT

cucTema oarosapajy 3a nogaTtke y cknagy ca nponucuma kojuma je aeduHucaHa ynotpeba
1 3aliTWTa Takee BpCTe nogaraka.

25. 3awTuTa cpeacrasa onepartopa MKT cuctema koja cy AocTynHa npyxaouuma
ycnyra

Ynan 30

Tpeha nuua-npyxaouun ycnyra n3page n oapxasara cofpreepa Mory npucTynut camo
OHWM Nogauvma Koju ce Hanase y Basama nogaraka koje cy Aeo codTeepa Koju Cy OHW
n3pagunu, OJHOCHO 3a KOje NOCTOjW YroBOPOM AedUHUCAH NPUCTYN.

AamuHuctpaTtopu WUKT cuctema cy OAroBopHW 3a KOHTPOMy NpUcTyna v Haasop Hag

n3splUerem yrosopeHunx obasesa, Kao 1 3a nowTosare o,upe,uﬁm OBOr NpasunHWKa KOjMMa
Cy TakBe akKTUBHOCTU ,D,erMHMCEHe.

26. OpgpxaBare yroBopeHor HuBoa uHcpopmaumoHe 6e36egHOCTHU U NPYIKEHUX
ycnyra y cknagy ca ycrnoBuMa Koju Cy yrOBOPEHHU ca npyxaouem ycnyra

YnaH 31

OnwTnHa Hema CKNonNsbeH yrosop ca Tpehum nuumma 3a npyxawe ycnyra uHpopmMmauuoHe
tesbegHoCcTu.

27. MpeBeHuuja u pearoBake Ha 6e3begHOCHE MHUMAEHTE, WTO NoapasymMeBa
ageKkBaTHy pa3meHy uHdgpopmaumja o 6esbeaHocHumM cnaboctnuma UKT cucrema,
MHUMOEHTUMA U NpeTHama

Ynan 32

Y cnyyajy 61no kakBor MHUMAEHTa KOju Moxe Aa yrposun besbeaHoct pecypca UKT

CUCTEMA, 3anOCNEHN-KOPUCHWK je AyxaH aa ogmax obasecTtu agmunHuctpartope KT
cuctema,

Mo npwjemy npwjase agmuHucTpatopu UKT cuctema cy ayxaHu ga ogmax obasecte
HayenHuka Ynpase v npefy3my mepe y umrby 3awTute pecypca UKT cuctema.
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YKOMvKO ce paav 0 MHUMAEHTY Koju je AeduHucaH y cknagy ca Ypeadom o nocTynky
AOCTasrbakba noaaraka, nucTu, Bpctama u 3Hadajy uHuuaeHarta v nocTynky
obasewTaBara 0 MHUMAEHTUMA Y MHPOPMALIMOHO-KOMYHUKALIMOHUM CUCTEMUMA Of
nocebHor 3Ha4aja, "Cn. rnacHuk PC", 6p, 94/2016), agmunnctpatopu VKT cuctema cy
AyXaHu aa nopep HadenHvka obasecte W HaanNeXHW opraH feduHucad oBom ypeadom.

AamuHucTpatopu VKT cuctema Boge eBuAeHUM)Y O CBUM WHUWAGHTUMA, Kao U npujasama
WMHUMAeHaTa, y cknagy ca ypeabom, Ha OCHOBY Koje, NPOTUB OArOBOPHOT NuLa, Mory ga ce
BOAE ANCUMNNWHCKA, NpeKpliajH N KpUBUYHW NOCTYMNLN.

28. Mepe koje o6e3befjyjy koHTUHyUTeT obaBrbawa nocna y BaHpeaHUMm
OKOJTHOCTUMA

Ynau 33

Y cnydvajy BaHpeaHWX OKONHOCTY, Koje Mory Aa aoseay Ao namewTtawa MKT cuctema uns
srpage Ynpase, agmunnctpatopu UKT cuctema cy gyxHu aa y Hajkpahem poky npeHece
nenose UKT cuctema HeonxoaHe 3a yHKUMOHUCaHE Y BaHPEAHO] CUTyaumnju Ha pe3epeHy
nokauwjy, y cknagy ca nnaHom pearosarba y BaHpeAHUM U KPU3HUM cuTyauunjama.

Cneundukaumjy nenosa VKT cuctema Koju cy HeonxoaHU 3a yHKUMOHUCaHE Y
BaHpeaHwmM cutyaunjama napahyje agmuHuctpatopu MKT cuctema, v To y Tpu NpuMepka,
04 KOjux ce jeaaH Hanasm Kog tux, Apyru Kog 3anocneHor HaanexHor 3a nocnose
oabpaHe v BaHpeaHe cuTyaumje a Tpehn npumepak ko HadenHuka Ynpase.

[enose UKT cuctema Koju HACY HEONXOAHW 3a (hyHKUWOHUCaHE Y BaHPEeaHUM
cuTyauunjama, CKnagullTe ce Ha pe3epBHy fokauujy, Kojy oApean HavenHuk Ynpase.
CknapuwTerse aenosa KT cuctema Koju HUCY HEONXOAHW, Ce BPLWW Tako aa onpema byae
BesbenHa n obenexeHa, y cknany ca esnaeHuUmjomM Koja ce 0 H0oj Boaw.

{1l MameHra lMpasunxuka o GesbenHocTy
YnaH 34

Y cnyyajy HacTaHka npoMeHa Koje Mory HacTynuTK ycnen TeXHUYKO-TeXHOMOLWKMX,
KaapOBCKUX, opraHusaumoHux npomera y KT cuctemy u gorafaja Ha rmobanHom u
HaLUMOHanNHOM HUBOY KOjU MOry HapywuTn nHopmaumoHy Be3begHocT, agMuUHUCTPaToOpK
WKT cuctema cy ayxHu fa obasecTe HadenHuka Ynpase, kako 6u oH Morao ga npuctynu
M3MEHW OBOr NPaBUNHKKA, Y uniby yHanpehewe Mepd 3alwTnTe, HaumHa v npoueaypa
nocTu3arba W ofpaBaka afeKkeaTHor HMBoa 6esbenHoctn VKT cuctema, kao w

npeucnutuearse osnawhera n oaroBopHocTK y Bean ca 6esbegHowhy n pecypcuma UKT
cucrema.

IV Mpoeepa UKT cuctema
Ynan 35
Mposepy UKT cuctema splue agmuHuctpatopu WKT cuctema.

Mposepa ce BpLWM Tako LWTO CEe:
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1) nposepasa ycknaheHocT MpasunHuka o 6e3beaHocTt KT cuctema, y3umajyhu y o63up
W NpaBUnHWKe Ha Koja ce BpLwK ynyhuearse, ca NponvMcaHnm ycnosumMa, 04HOCHO

npoeepasa Aa v Cy NpaBUMHUKOM aAekeaTHO npeasufeHe Mepe 3awTwTe, npoueaype,
osnawhetsa 1 ogrosopHocTu y VKT cuctemy;

2) nposepaBa fja N Ce y onepaTusHOM pafly aAekBaTHO NpUMetsyjy npeasuheHe mepe
sawTuTe n npoueaype y cknaay ca ytepheHnm osnawherrma 1 04roBopHOCTMMA,
METOAamMa WHTepBjya, cuMynauuje, nocmartparsa, ysuaa y npeasvheHe esngeHumje u
ApYry AOKyMeHTauujy;

3) Bpwwu nposepa GeabeaHocHMx cnabocTi Ha HUBOY TEXHUYKIMX KapaKTepucTuKa
KoMnoHeHTn UKT cuctema metogom ysuaa y nsabpaHe Npov3Boae, apxvTekType pelleta,

TeXHW4Ke KOHUrypaumje, TeXHU4Ke NoAaTke o ctTaTycuma, 3anuce o gorafajuma (norose)

kao 1 METOAOM TecTupara NocTojatba No3HaTux 6eabegHOCHUX cnabocTu y CnnYHUM
OKpY>XeHbma.

O v3BpleHOj NpoBEpPUV Ca4MHbaBa Ce U3BeLUTa), Koju ce AoCTaBba HayenHwky Ynpase.

V Cappxaj nasewrTaja o nposepn MKT cuctema

Ynan 36
WssewTaj o nposepun UKT cuctema caapxu:
1) Ha3ue onepaTopa VKT cucrtema koju ce nposepasa;
2) Bpeme npoeepe;
3) nogauv 0 nuuMMa Koja cy BpLUMna nNpoBepy;
4) u3BellTaj 0 CNpoBeAeHUM paarama nposepe;

5) 3aKrbyyke no nutamy ycknaheHocTu MpasunHuka o GesbeaHoctn MKT cuctema ca
NPONUCaHUM yCnoBmuMa,;

6) 3akrbyyke No NUTaky ageksaTHe NpUMeEHe nNpeAsuieHMX Mepa 3awWwTuTe y onepaTvsHOM
paay:

7) 3aKIby4ke no nuTaky eseHTyanHux 6esbenHocHUX cNabocTy Ha HUBOY TEXHUYKUX
KapakTepucTuka komnoHeHTn UKT cuctema;

8) oueHa ykynHor Hueoa uHdopmaumoHe GesbegHocTy;
9) Nnpeanor eseHTyanHMX KOPEKTUBHMX Mepa;

10) noTnuc ogrosopHor nuua koje je cnposeno nposepy UKT cuctema.
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Ynpase Ipaacke o

VI MNpenasHe u 3aBpwHe onpenbe

Ynaw 37

yna Ha cHary ocmor gana o
NWTUHE Mpouka .

Bp. _ANO - 2 08 23 O&. 2019, rop,
————2 = odd o8.

A AaHa ofjaBreuBama Ha ornacHoj tabnu
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